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INFORMATION MANAGEMENT AND PRIVACY

MISSION

To ensure the quality of health care through flexible and secure data management. 

Our ability to strategically plan, manage information, policies and systems and train our staff will ultimately:

1. Serve our mission to provide the highest quality care possible for our residents.

2. Protect the privacy of our residents, staff and volunteer personal and personal health information. 

3. Produce outcome and activity data.

4. Provide appropriate internal and external linkages.

5. Account for present information needs while planning and testing future systems.

PURPOSE

To promote information management planning within our organization by developing and disseminating comprehensive Information Planning Guide.

To improve the reliability of information used for planning and reporting, including accurate reflections of activities and outcomes.

To support the quality of services delivered to our clients and our community.

To build the capacity to collaborate and provide leadership in the development of Information Management within our organization.

To ensure that personal information and personal health information are collected, used, retained and disclosed based on relevant legislation and best practice guidelines. 
DEFINITION 

Institutional data and information are all information collected, built, created, discovered, generated, stored, purchased or leased by the facility or its employees, and agents to support the services and resident care missions and its financial and administrative activities, regardless of the medium, form or location.

Personal Information

Personal Information is "information about an identifiable individual" and includes any personal information, recorded or not, in any form, including digital formats. Personal information of a sensitive nature may include health or medical history, racial or ethnic origin, political opinions, religious beliefs, trade union membership and sexual orientation.

Personal Health Information

Personal health information as defined by PHIPA is identifying information about an individual that relates in any way to his/her physical or mental health and/or providing health care services to them. 

Personal health information is “identifying information” about an individual in oral or any recorded format. It is information about an individual’s health or health care history in relation to:
· The individual’s physical or mental condition, including family medical history; 

· The provision of health care to the individual; 

· A plan of service within the meaning of the Long-Term Care Act; 

· Payment or eligibility information for health care; 

· The individual’s health card number; 

· The donation of blood or body-parts or is derived from the testing or examination of such parts or substances; and 

· The identity of a health care provider or substitute decision maker for the individual.

Notes:

1. If there is a mixed record that contains both personal information and personal health information, the record is considered as personal health information and is subject to PHIPA.
2. Personal health information does not include a record of information about an employee or other agent of the health information custodian, unless the record is primarily related to the provision of health care to that employee/agent. 

Health Information Custodian (HIC)

A health information custodian is a listed individual or organization under PHIPA that, as a result of their position or responsibilities, has custody or control of personal health information.

Examples include:
· Health care practitioners, member defined under Regulated Health Professions Act such as doctors, nurses, pharmacists, psychologists and dentists; 

· Health care practitioners under the Drugless Practitioners Act, e.g. Naturopaths; 

· Social and social service workers; 

· Hospitals; 

· Psychiatric facilities; 

· Pharmacies; 

· Laboratories 

· A service provider within the meaning of the Long-Term care Act, 1994 (s.2) 

· Charitable homes for the aged, homes for the aged, nursing homes, homes for special care, retirement homes, long-term care facilities; 

· Community care access centers; 

· Centers program or service for community health or mental health whose primary purpose is the provision of health care. 

· Ambulance services; 

· Medical Officers of Health or Boards of Health; 

· The Minister (together with the Ministry) of Health and Long-term Care

Agent

Individuals who perform services on behalf of a health information custodian are defined as agents. Except as permitted or required by law, an agent may only perform functions that the custodian is permitted or required to carry out. Agents are required to follow the rules of PHIPA. PHIPA defines an agent to include any person who is authorized by a health information custodian to perform services or activities on the custodian’s behalf and for the purposes of the custodian. Agents may be employees, volunteers, an individual or a company that contracts with the health information custodian and, as a result, may have access to personal health information. PHIPA permits custodians to provide personal health information to their agents only if the custodian is permitted to collect, use, disclose, retain or dispose of the information. For example, an agent includes a nurse who is employed or an individual who volunteers at a long-term care facility. An agent may also be a physician who is not employed by a facility but has privileges to provide health care services. Providing personal health information to an agent by a health information custodian is deemed to be use by the health information custodian. It is not deemed to be collection by or disclosure to the agent.
An agent must notify the custodian if personal health information that is being handled by the agent is stolen, lost or accessed by unauthorized persons.

Circle of Care

The circle-of-care is not defined in PHIPA. It is a term commonly used to describe health information custodians and their authorized agents who are permitted to rely on an individual’s implied consent when collecting, using, disclosing or handling personal health information for the purpose of providing direct care. For example:
· In a long term care facility, the circle of care may be the health care team consisting of the attending physician, nurses, clinical clerks and all employees/agents who have direct responsibilities for providing care for an individual.

· In a CCAC, the circle-of-care might be comprised of the case manager, clinical clerks, services providers and all employees/agents who have a responsibility for providing care to the individual.

The circle-of-care does not include:

· A physician who is not part of the treatment of an individual;

· A medical officer of health or a board of health;

· An evaluator under the Health Care Consent Act, 1996;

· An assessor under the Substitute Decisions Act, 1992;

· The Minister, together with the Ministry of Health and Long-Term Care; and

Collection

PHIPA defines collection as the gathering, acquiring, receiving or obtaining of personal health information by any means from any source. This means that personal health information can be collected by a health information custodian or an authorized agent under PHIPA in several ways, such as when a doctor makes notes about a patient in his/her medical file or when a pharmacist fills a prescription.

Disclosure

Disclosure under PHIPA means to release or make available personal health information that is under the control or custody of a health information custodian or its authorized agent to another custodian or organization outside the circle of care.

Health Care

Health care means any observation, examination, assessment, care, service or procedure that is done for a health-related purpose and that:
· is carried out or provided to diagnose, treat or maintain an individual’s physical or mental condition;

· is carried out for taking a donation of blood or blood products from an individual;

· is carried out or provided to prevent disease or injury or to promote health; or

· is carried out or provided as part of palliative care , and includes:

· the compounding, dispensing or selling of a drug, a device, equipment or any other item to an individual, or for the use of an individual, pursuant to a prescription; and

· a community service that is prescribed in subsection 2(3) of the Long-Term Care Act, 1994 and provided by a service provider within the meaning of that Act.

Health Data Institute 

PHIPA permits the Minister of Health and Long-term Care to direct health information custodian to disclose personal health information to an approved and secure health data institute. A health data institute is an independent organization authorized to receive personal health information from the Ministry for health care management and planning purposes. Before the Ministry releases personal health information to the health data institute, the Minister must provide a comprehensive proposal for review and comment to the IPC. The institute may then release only de-identified information to the Ministry, unless the IPC approves disclosure with minimal identifiers that is determined to be in the public interest. In addition, the health data institute must comply with safeguards to respect the confidentiality of personal health information. In order to ensure compliance, the IPC will review and approve the practices and procedures of the institute every three years.

Health Information Network Provider

A health information network provider supplies services to two or more health information custodians that primarily enable the custodians to use electronic means to disclose personal health information to one another, whether or not the person is an agent of the custodian. 

Personal Health Information (PHI)

Personal health information is “identifying information” about an individual in oral or any recorded format. It is information about an individual’s health or health care history in relation to:
· The individual’s physical or mental condition, including family medical history;

· The provision of health care to the individual;

· A plan of service within the meaning of the Long-Term Care Act;

· Payment or eligibility information for health care;

· The individual’s health card number;

· The donation of blood or body-parts or is derived from the testing or examination of such parts or substances; and

· The identity of a health care provider or substitute decision maker for the individual.

Notes:

1. If there is a mixed record that contains both personal information and personal health information, the record is considered as personal health information and is subject to PHIPA.

2. Personal health information does not include a record of information about an employee or other agent of the health information custodian, unless the record is primarily related to the provision of health care to that employee/agent.

Quality of Care Committee

A quality of care committee means a body of one or more individuals,

· that is established, appointed or approved,

· whose function is to carry on activities for the purpose of studying, assessing or evaluating the provision of healthcare with a view to improving or maintaining the quality of the healthcare or the level.

Quality of Care Information

Quality of care information means information that,

· is collected by or prepared for a quality of care committee for the sole or primary of assisting the committee in carrying out its functions, or

· relates solely or primarily to any activity that a quality of care committee carries on as part of its functions. but does not include,

· information contained in a record that is maintained for the purposes of providing health care to an individual,

· information contained in a record that is required by law to be created or to be maintained, 

· facts contained in a record of an incident involving the provision of health care to an individual, except if the facts involving the incident are also fully recorded in a record relating to the individual, or 

· information that a regulation specifies is not quality of care information and that a quality of care committee receives after the day on which that regulation is made. quality of care committee is a body of one or more individuals that is established by a health care organization.

Use

Use of personal health information under PHIPA is defined as the handling or dealing with personal health information that is in the custody or control of a health information custodian or its authorized agent. This includes accessing or reproducing health information as required by the custodian.
Privacy relates to people, process and accountability. It gives individuals control over their personal information, and requires them to grant permission to an organization for the collection, use, disclosure and retention of that information, subject to any legal requirements.

Security is the essential component for preventing inadvertent release of personal information. Security also relates to the availability and integrity of personal information.

Confidentiality addresses only the disclosure of personal information.

PHIPA Requirements for Protecting Information

PHIPA requires health information custodians who have custody or control of personal health information to establish and implement information practices that comply with its provisions. This does not mean that custodians are expected to completely set aside their existing policies and practices. In fact, PHIPA builds upon existing policies and guidelines for health care professionals by providing enforceable rules relating to the collection, use or disclosure of personal health information. Under PHIPA rules health information custodians must: have “information practices” in place that comply with the Act. This refers to the policy of the health information custodian in relation to personal health information, such as: 
· When, how and the purposes for which the health information custodian routinely collects, uses, modifies, discloses, retains, or disposes of personal health information, and

ROLES AND RESPONSIBILITIES

The following policy defines the departmental role for records and information management, including records and information classification, maintenance, retention, retrieval, protection and preservation. 
The policy addresses general departmental records and information management issues and responsibilities, while the attached guidelines address policy issues for information and records stored electronically.
POLICY
The managers of each department must address the following record keeping issues inclusive of any and all media on which records and information are stored. Managers have responsibilities to: 
1. Establish and document departmental standards for records classification and file organization to ensure effective retrieval mechanisms for departmental information and records;

2. Establish and document measures for protecting sensitive or critical departmental information and records from disclosure;

3. Establish and document procedures that ensure departmental records and information are protected from disaster.

4. Develop documentation for department specific systems, such as data bases, spreadsheets or any customized application, to insure continuity of departmental operation;

5. Comply with the Ministry of Health and Long Term Care Program Standards Records Retention Policies.

INFORMATION MANAGEMENT AND PRIVACY POLICIES

PURPOSE

Policies are designed to assist employees of the facility with consistency in direction and decisions.  This direction and decisions process supports our organizations standards, provides for organizational planning, and reduces conflict of administration.

DEFINITIONS

The policy manual will contain policies and procedures that indicate how information management and technology will manage issues.

Policies shall reflect guidelines, programs and/or procedures, legislative requirements and best practice guidelines.

Where the word “shall” is used it means the action must be taken; the work “will” expresses a future possibility of it being taken; “may” offers a choice of whether or not to take it at all.

POLICY DEVELOPMENT

1. Policies shall be developed when direction is required where the outcome of a decision could affect our public relations, quality of care and services delivered to our clients, employee relations, and loss of valued customers, property or operations.

2. Department Policies shall be signed by the Senior Manager responsible for the department

3. All policies shall be reviewed before signing off.

4. New policies developed by each business unit, must be forwarded to the appropriate person for review and approval.

MANUAL ADMINISTRATION

1. It is the responsibility of the senior manager of each department to review their manuals annually and ensure that the policies and procedures are kept current.
2. All employees will be encouraged to contribute ideas and suggestions for revision to their immediate supervisor.
3. New and revised policies shall be sent out with an amendment form indicating where the policy is to be inserted, what policy it replaces, a record of amendments shall be kept for all manuals.

 ORGANIZATION WIDE PRIVACY POLICIES

There are ten (10) internationally accepted principles that lie at the core of our organizational responsibilities for safeguarding personal information. These are the global standard for privacy protection. Our policies and procedures are based on these ten principles.

PRINCIPLE OF SUBSTANCE

Principles of substance specify what organizations must do in order to comply with the CSA code. For example, the purpose for collecting information must be provided to the individual or the substitute decision maker, and their consent must be obtained after the purposes have been explained. The amount of information collected from the individual or the SDM is limited to the purposes identified, and it may only be used, disclosed or retained for that purpose.

Principle 1 –Identifying Purpose

The purpose for which personal information is collected shall be identified by the organization at or before the time the information is collected.

Principle 2 – Consent

The knowledge and consent of the individual is required for the collection, use or disclosure of personal information. It is understood that obtaining consent may be inappropriate or impossible when the individual is a minor, seriously ill, or mentally incapacitated. In such cases consent must be obtained from the substitute decision maker.

Principle 3 – Limiting Collection

The collection of personal, information shall be limited to that which is necessary for the purposes identified by the organization. Information shall be collected by fair and lawful means.

Principle 4 – Limiting Use, Disclosure, and Retention

Personal information shall not be used or disclosed for purposes other than those for which is collected, except with the consent of the individual or as required by law. 

PRINCIPLES OF PROCEDURE

Principles of procedure tell the organization how to apply the principles of substance. Organizations are accountable for the personal information under their control, and they must ensure that it is accurate and kept safely. They must also be open about their information management practices, allowing individuals to access their personal information and amend it if it is not accurate. Individuals must be able to complain if they are concerned that an organization has not complied with privacy requirements.

Principle 1 - Accountability

The organization is responsible for personal health information under its control and has designated the Administrator, the Chief Privacy Officer, to be accountable for the organization’s compliance with the following policies:

1.1 The Administrator of the facility has ultimate accountability for protecting the personal information and personal health information of residents, volunteers and staff. The Administrator may be supported in this activity by delegating the day-to-day operational privacy responsibilities to another individual. All staff share responsibility for adhering to the organizations privacy policies and procedures.

1.2 The name and contact information of the Administrator is available to any individual, upon request.

1.3 The facility is responsible for personal health information in its possession or custody, including information that has been transferred to a third party for processing, or used by all employees, volunteers and other agents. The facility will use contractual or other means to provide a comparable level of protection while the third party is processing the information.

1.4 The facility is responsible for ensuring that its employees, volunteers and other agents are informed of its information practices and knows their responsibilities relating to the collection use and disclosure of personal health information. 

1.5 The facility shall implement policies and practices to give effect to this policy, including:

1.5.1 Implementing procedures to protect personal information

1.5.2 Establishing procedures to receive and respond to complaints and inquiries

1.5.3 Training staff and communicating to staff information about the facility

Principle 2 – Identifying purposes

The purpose for which personal health information is collected shall be identified by the facility at or before the time the information is collected. The purposes for collection include:
· To make decisions about he types of services needed

· Communicate with other service providers

· Monitor provision of services and evaluate your response to services provided

· Verify eligibility for services

· the delivery of care and services, 

· quality management, 

· research, 

· billing, 

· verify eligibility for payment by the Ministry of Health and Long Term Care

· meeting legal and regulatory requirements.

2.1 Identifying the purposes for which personal health information is collected at or before the time of collection allows the facility to determine the information they need to collect to fulfill these purposes.
2.2 The identified purposes are specified at or before the time of collection to the individual from whom the personal information is collected. Depending upon the way in which the information is collected this can be done orally or in writing. An admission or application for services form, for example, may give notice of the purposes.
2.3
When personal information that has been collected is to be used for a purpose not previously identified, the new purpose shall be identified prior to use. Unless the new purpose is required by law, the consent of the individual is required before information can be used for that purpose.
2.4
 Persons collecting personal information should be able to explain to individuals the purposes for which the information is being collected.

Principle 3- Consent

The knowledge and consent of the individual are required for the collection, use, or disclosure of personal information, except where inappropriate.

Note: in certain circumstances personal health information can be collected, used, or disclosed without the knowledge and consent of the individual. For example: legal, medical, or security reasons may make it impossible or impractical to seek consent. When information is being collected for the detection and prevention of fraud or for law enforcement, seeking the consent of the individual might defeat the purpose of collecting the information. Acquiring consent may be impossible or inappropriate when the individual is cognitively impaired, seriously ill or psychotic and the substitute decision maker is not available. 

a. Consent may be express or implied.
b. When the facility staff receives personal health information from the individual, the substitute decision maker, or another health information custodian for the purposes of providing health care, the facility will assume that the individual implies consent to collect, use and disclose the information as necessary for that purpose unless the individual has expressly withheld or withdrawn consent.
c. When a person’s consent is required for collecting, using or disclosing personal health information, it will be knowledgeable, related to the information, and not be obtained through coercion or deception. Consent is knowledgeable if it is reasonable to believe, in the circumstances, that the individual knows the purpose of the collection, use or disclosure, as the case may be, and that the individual may provide or withhold consent. 

d. Consent is required for the collection of personal health information and the subsequent use or disclosure of this information. Typically, the facility will seek consent for the use or disclosure of the information at the time of collection. In certain circumstances, consent with respect to use or disclosure may be sought after the information has been collected but before use (for example, when the facility wants to use information for a purpose not previously identified).
e. The principle requires “knowledge and consent”. The facility shall make a reasonable effort to ensure that the individual is advised of the purposes for which the information will be used. To make the consent meaningful, the purpose must be stated in such a manner that the individual can reasonably understand how the information will be used or disclosed.
f. The form of the consent sought by the facility may vary, depending upon the circumstances and the type of information. In determining the form of consent to use, the facility shall take into account the sensitivity of the information.
g. In obtaining consent, the reasonable expectations of the individual are also relevant. For example, an individual seeking services/admission should reasonably expect that the facility, in addition to using the individuals name and address for administration purposes, would also contact the individual to advice on the availability of the room in the facility. On the other hand, an individual would not reasonably expect that personal information given to a health care professional would be given to a company selling health care products, unless consent were obtained. Consent shall not be obtained through deception.
h. The way in which the facility seeks consent may vary, depending on the circumstances and the type of information collected. The facility will generally seek express consent when the information is likely to be considered sensitive. Implied consent would generally be appropriate when the information is less sensitive. An authorized representative can also give consent. Organizations are advised to follow the rules fro an authorized representative provided in the Substitute Decisions Act.
i. Individuals can give consent in many ways. For example:

a) An admission form may be used to seek consent, collect information, and inform the individual of the use that will be made of the information. By completing and signing the form, the individual is giving consent to the collection and the specified uses;

b) A check off box may be used to allow individuals to request that their names and addresses not be given to other organizations. Individuals who do not check the box are assumed to consent to the transfer of this information to third parties;

c) Consent may be given orally when information is collected over the telephone; or

d) Consent may be given at the time that individuals use an organization’s products or services.
j. An individual may withdraw consent at any time, subject to legal or contractual restrictions and reasonable notice. The facility will inform the individual of the implications of such withdrawal.

Principle 4 – Limiting Collection

The collection of personal health information shall be limited to that which is necessary for the purposes identified by the facility. Information shall be collected by fair and lawful means.

a. The facility shall not collect personal health information indiscriminately. Both the amount and the type of information collected shall be limited to that which is necessary to fulfill the purposes identified.

b. The facility will not collect personal health information if other information can serve its purpose.

c. The requirement that the personal health information be collected by fair and lawful means is intended to prevent the facility from collecting information by misleading or deceiving individuals about the purpose for which information is being collected. This requirement implies that consent with respect to collection must not be obtained through deception.

Principle 5 – Limiting Use, Disclosure and Retention

Personal health information shall not be used or disclosed for purposes other than those for which it was collected, except with the consent of the individual or as required by law. Personal health information shall be retained only as long as necessary for the fulfillment of those purposes.

5.1 The facility will use and disclose personal health information for lawful purposes permitted or required by PHIPA and other  Acts.

5.2 The facility will not use or disclose personal health information if other information can serve the purpose.

5.3 The facility will not use or disclose personal health information indiscriminately. Both the amount and the type of information used and disclosed will be limited to that which is necessary to fulfill the purposes identified.

5.4 The facility will use and disclose personal health information for the purposes identified. If the facility uses or discloses personal health information for a new purpose, it will document this purpose and obtain consent.

5.5 If personal health information is used or disclosed without an individuals consent in circumstances that requires consent, the facility will make a note of such use and/or disclosure, and inform the individual of the use or disclosure at the first reasonable opportunity. The facility will keep the note as part of the record about the individual or in a form that is linked to those records.

5.6 The facility may disclose personal health information to a health care provider if the disclosure is reasonably necessary for the provision of health care and it it’s not reasonably possible to obtain consent in a timely manner.

5.7 The facility may disclose personal health information where the disclosure is necessary for the purpose of eliminating or reducing a significant risk of serious bodily harm to an individual, a person or group of persons.

Principle 6 – Accuracy

Personal health information shall be as accurate, complete, and up to date as is necessary for the purpose for which it is to be used.

6.1 The facility will not routinely update personal information, unless such a process is necessary to fulfill the purposes for which the information was collected.

Principle 7 – Safeguards

Security safeguards appropriate to the sensitivity of the information will protect personal information.

7.1 The facilities security safeguards will protect personal health information against loss or theft, as well as unauthorized acce3ss, disclosure, copying, use, or modifications. The facility will protect personal health information regardless of the format in which it is held.
7.2 The facility ensures that the records of personal health information in its custody and control are retained, transferred and disposed of in a secure manner.
7.3 
The method of protection should include:

· Physical measures, for example, locked filing cabinets and restricted access to offices

· Organization measures, for example, security clearances and limiting access on a “need to know” basis; and

· Technological measures, for example, the use of passwords and encryption.
7.4
The facility will make their employees, volunteers and other agents aware of the importance of maintaining the confidentiality of personal health information. As a condition of employment, all facility employees must sign the Confidentiality agreement and agree to adhere to the information practices.
7.5
 Care shall be used in the disposal or destruction of personal information, to prevent unauthorized parties from gaining access to the information.
7.6
 The facility will notify an individual at the first reasonable opportunity if personal health information is stolen, lost or accessed by unauthorized persons.

Principle 8 – Openness

The facility will make readily available to individuals specific information about its policies and practices relating to the management of personal health information.

8.1 The facility will be open about their policies and practices with respect to the 

management of personal information. Individuals should be able to acquire information about an organization’s policies and practices without unreasonable effort. This information shall be made available in a form that is generally understandable.

8.2 The information made available shall include:

· The name/title and address of the privacy officer for the facility who is accountable for the policies and practices and to whom complaints or inquires can be forwarded;

· The means of gaining access to personal information held by the facility

· A description of the type of personal information held by the facility, including a general account of its use;

· A copy of any brochures or other information that explain the facilities policies, standards, or codes; and

· What personal information is made available to related organizations (e.g. other health care providers).

8.3 The facility may make information on its policies and practices available in a variety of ways. For example, the facility may choose to make brochures available throughout the facility, mailing information to family members, provide online access to privacy policies.

Principle 9 –Individual Access

Upon request, an individual shall be informed of the existence, use and disclosure of his or her personal information and shall be given access to that information. An individual shall be able to challenge the accuracy and completeness of the information and have it amended as appropriate.

NOTE: In certain situations the facility may not be able to provide access to all the personal information it holds about an individual. Exceptions to the access requirement should be limited and spec if. The reason for denying access should be provided to the individual upon request. Exceptions may include information that is prohibitively costly to provide, information that contains references to other individuals, information that cannot be disclosed for legal, security, or commercial proprietary reasons, and information that is subject to solicitor-client or litigation privilege.

9.1 
The Facility will provide an individual with access to his or her record of personal health information, except in limited circumstances. If the facility refuses an access request, the individual is entitled to make a complaint to the Office of the Information and Privacy Commissioner of Ontario.
9.2 
The facility will provide a request form to enable the individual to access

his or her record. Under PHIPA, the facility can take up to 30 days to provide access. 

9.3 
The facility may charge the individual seeking access a fee. The facility believes its fees to be reasonable. 

9.4 
An individual will be required to provide sufficient written information to permit the facility to provide an account of the existence, use, and disclosure of personal health information. The information provided shall only be used for this purpose.

9.5 
An individual may request the facility to correct his or her personal health information if he or she believes that the record is in accurate or incomplete. An individual must successfully demonstrate the inaccuracy or incompleteness of personal health information and give the facility the necessary information to correct the record.

9.6 
The facility will notify persons to whom the record was previously disclosed of the correction except where the correction would not affect the provision of health or other benefits.

9.7 
The facility is not required to correct personal health information that

consists of a record that was not originally created by the facility, if the facility does not have sufficient knowledge, expertise or authority to correct the record or the record consists of a professional opinion made in good faith about the individual.

9.8 
When the facility is unable to make a correction, they will inform the individual of the refusal, provide reasons and inform him or her of the right to appeal the refusal or the right to attach a statement of disagreement to the individual’s health information.

Principle 10 – Challenging Compliance

An individual shall be able to address a challenge concerning compliance with the above principles to the Privacy Officer. 

10.1 
An individual who has grounds to believe that the facility has contravened PHIPA may make a complaint in writing. The facility has complaints forms for “Concerns and Resolutions” throughout the building that can be completed and then deposited in mailbox for the Privacy Officer. The Privacy Officer will respond to all complaints or inquiries about its information practices relating to the handling of personal health information.

If an individual wants to complain to the Information and Privacy Commissioner, the facilities Privacy Officer will inform the individual how to lodge the complaint.
10.2.1 If a complaint is found to be justified, through the internal or external complaint review process, the Privacy Officer will take appropriate measures, including, if necessary, amending its information practices.
RELEVANT LEGISLATION

The fundamental issue of Privacy has long been supported by appropriate government legislation, beginning with ‘data protection’ laws enacted in Europe starting in the 1970s. Canada’s entry began with the Canada Privacy Act in 1982. 

PIPEDA — When the federal Personal Information Protection and Electronic Documents Act  (PIPEDA) came into force on January 1 2004 it applied to organizations throughout Canada if they collected, used or disclosed personal information in the course of “commercial activity”, the only exception being where provinces had enacted legislation deemed by the federal Cabinet to be “substantially similar” to PIPEDA. Unfortunately, PIPEDA was not developed with the special needs of health care in mind, and health sector stakeholders quickly determined that this legislation was problematic for organizations that collect, use or disclose personal health information strictly for health care purposes. These concerns were then addressed through Ontario’s Personal Health Information Protection Act (PHIPA). While we move through this evolution, it is inevitable that conflicts will occur between various pieces of legislation (see PHIPA and Other Laws, below). As a general rule, it is suggested that an organization follow PHIPA for personal health information which is collected, used and disclosed in Ontario, and PIPEDA’s requirements for any other personal information which relates to “commercial activities”. If organizations have questions about how each law would apply to specific activities or information, it is recommended that legal advice be sought.

PHIPA – The Personal Health Information Protection Act (PHIPA) is the culmination of efforts to develop appropriate legislative provisions for Ontario to ensure the privacy of personal health information in a manner that is consistent with the effective provision of health care. The overall aim of PHIPA is to provide consistent and comprehensive rules for the collection, use or disclosure of personal health information across the entire health sector, which covers both

private and public sector organizations. 

Bill 31, the Health Information Protection Act (HIPA) consists of two Schedules:

· Schedule A, the Personal Health Information Protection Act 2004 (PHIPA) governs the manner in which personal health information may be collected, used and disclosed within the healthcare system. It also regulates individuals and organizations that receive personal information from health care professionals.
· Schedule B, the Quality of Care Information Protection Act 2004 (QCIPA) includes provisions dealing with information collected by or prepared for a “quality of care committee” and was designed to assist in reducing medical errors and thereby improve patient care in health care organizations.

Note that QCIPA’s scope is limited strictly to information collected by or prepared for the quality of care committee. QCIPA also specifies clearly that information collected by or prepared for a quality of care committee may not be disclosed for purposes of litigation and may not be assessed by a patient. 

Purposes of PHIPA

PHIPA establishes a set of uniform rules about the manner in which personal health information may be collected, used or disclosed and includes provisions that:

· Protect the confidentiality of personal health information and the privacy of individuals with respect to personal health information, while facilitating the effective provision of health care;

· Require that, as a general rule, consent must be obtained for the collection use and disclosure of personal health information;

· Allow the health information custodian receiving personal health information from an individual to assume that s/he has the individual’s implied consent to collect, use or disclose the information for the purposes of providing healthcare, unless the individual expressly withholds or withdraws consent; 

· Require health information custodians to treat all personal health information as confidential and keep it secure;

· Strengthen an individual’s right to access his/her personal health records, as well as the right to correct errors;

· Give an individual the right to instruct health information custodians not to share any part of his/her personal health information with other health care providers;

· Establish clear rules for the use of personal health information for fundraising or marketing purposes;

· Set guidelines for the use and disclosure of personal health information for research purposes;

· Ensure accountability by granting an individual the right to complain to the Office of the Information and Privacy Commissioner for Ontario (IPC) about practices of a health care organization; and 

· Establish remedies for breaches of the legislation.

Key Aspects of PHIPA

The Office of the Information Privacy Commissioner (IPC) for Ontario has been designated as the oversight body responsible for administering and enforcing PHIPA.

Please note the distinctions between PIPEDA and PHIPA. PHIPA protects personal health information (vs. PIPEDA’s “personal information”) in the custody and control of health information custodians (vs. PIPEDA’s basis of commercial activity). PHIPA introduces the concept of a health information custodian and, by extension, agents of the health information custodian

FIPPA (1987) — The Ontario Freedom of Information and Protection of Privacy Act applies to Ontario's provincial ministries and agencies, boards and most commissions, as well as community colleges and district health councils. This Act requires that the government protect the privacy of an individual's personal information existing in government records. It also gives individuals the right to request access to government information, including most general records and records containing their own personal information.

MFIPPA (1991) —The Ontario Municipal Freedom of Information and Protection of Privacy Act applies to municipalities, local boards, agencies and commissions. This may include information held by a city clerk, a school board, board of health, public utility, police commission or municipal and district homes for the aged and housing and community services. It requires that local government organizations protect the privacy of an individual's personal information existing in government records. It also gives individuals the right to request access to municipal Access and correction provisions in the Mental Health Act and the Long Term Care Act, 1994 have been repealed and the disclosure provisions in those two Acts have been significantly altered to harmonize with PHIPA • Reference to a “medical record” in the Charitable Institutions Act, Homes for the Aged and Rest Homes Act and Nursing Home Act have been changed to a “record of personal health information”.

The Ambulance Act was changed to provide a set of rules concerning the disclosures of personal health information among such persons as operators of ambulance services and the municipalities that are responsible for providing these services.

QCIPA

The Quality of Care Information Protection Act 2004 (QCIPA), Schedule B of Bill 31, includes provisions for dealing with information collected by or prepared for a “quality of care committee”.

Quality of Care Reviews

Long-term or community care organizations use Quality of Care reviews, or Quality Assurance reviews, to ensure that quality of care standards are met and maintained. Examination and assessment of care given to clients/residents can include peer review, error and risk management review, ethics review, utilization review, medical review and outcome review. Obviously, confidentiality is an essential element in dealing with such issues, in order to ensure that full co-operation and participation takes place in an honest and open manner. This, in turn, gives rise to concerns about documentation created during the reviews. Without QCIPA, if a lawsuit is commenced regarding an incident reviewed by a Quality of Care Committee, the documentation may have to be given to the plaintiff’s counsel. Information reviewed by the committee would therefore not be protected in this and similar circumstances.

Function of a Quality of Care Committee

Under PHIPA, the function of a quality of care committee is to carry on activities for the purpose of studying, assessing or evaluating the provision of healthcare with a view to improving or maintaining the quality of healthcare or the level of skill, knowledge and competence of the persons who provide healthcare.

Purposes of QCIPA

QCIPA was drafted specifically to protect certain quality of care information from disclosure. It must be noted that QCIPA does not protect all quality assurance information, but only that information that is generated by or for a specifically designated quality of care committee. To paraphrase the Act, information generated for purposes of a quality of care committee:

· may not be disclosed to nor accessed by clients/residents;

· is not admissible as evidence in a proceeding; and

· no person shall ask a witness, and no court or other body holding a proceeding shall permit or require a witness in the proceeding, to disclose quality of care information.

The Act also protects individuals involved in the review. QCIPA:

· allows a person to disclose personal health information to the Committee; 

· limits the disclosure of quality of care information by the committee to improving or maintaining the quality of health care or, if disclosure is necessary, for purposes of eliminating significant risk to a person or group; 

· provides immunity to the members of the Committee and participants in the quality of care review process; and 

· protects full and frank participation in quality of care reviews if done in good faith.

Other Acts

The following Acts should also be considered in the context of Privacy:

• The Long Term-Care Act

• The Nursing Home Act

• Homes for Aged and Rest Homes Act

• Charitable Institutions Act

• Tenant Protection Act

PRIVACY GOVERNANCE

As part of the overall framework of the organization, a privacy governance structure has been established to manage privacy. Members of the Privacy Governance could include the owner, the board, and the executive committee/senior team

Privacy Governance Responsibilities include:

· Having an understanding of the 10 privacy principles;

· Having an understanding of the PHIPA rules and requirements;

· Understanding the benefits of having a privacy program in place;

· Ensuring roles and responsibilities for privacy practices are properly defined and well understood throughout the organization

· Approving organizational information practices (privacy policies);

· Making decisions on privacy issues that affect the organization and allocating resources as required;

· Addressing privacy issues that affect the organization as a whole
· Ensuring the organization, employees, volunteer and other agents practice according to the organizations written information practices. 

· Manages and mediates privacy violations if required

· Ensures all facilities, departments and third parties comply with privacy requirements
POLICY

The Board of Directors, and/or Owner in conjunction with the Senior Managers are responsible and accountable for Privacy Governance. The Privacy Governance Team will review and approve all privacy policies in the facility.   The Privacy Governance Team will address all privacy issues that affect the organization. 

PROCEDURES

1. The Privacy Governance Team will review and approve all Privacy Policies on an annual basis.
2. All issues addressing privacy that affect the organization will be reviewed with the Privacy Governance Team as issues arise.
3. The Administrator will review all Privacy Complaints with the Privacy Governance Team as they arise and the team wills advice the Administrator of recommended actions.  
4. The Board of Directors/Owner will approve the Terms of Reference for the Continuous Quality Care Committee.

BOARD MOTION

PRIVACY OFFICER AND PRIVACY OFFICE FUNCTIONS

The Administrator is the individual designated as the Privacy Officer, who is accountable for the organization’s compliance with privacy principles and practices with in the facility. The function of the Privacy Officer includes being accountable for privacy practices on an ongoing basis and to ensure continuous improvement of the privacy program. 

Functions of the Privacy Office include:
· Addressing privacy questions, concerns, challenges to the organization and third parties

· Ensuring continuous improvement of information management practices 

· Ongoing privacy training for all staff

· Updating and revision of privacy policies

· Provide and tract access for individuals to their personal information

· Implement and maintain a dispute mechanism

· Perform audits on data repositories, systems and processes

· Manage events (e.g. breaches of privacy)

JOB DESCRIPTION FOR PRIVACY OFFICER

OVERVIEW
The Privacy Officer shall be designated to lead the development of a privacy program for the organization; to oversee the ongoing development, implementation and maintenance of the organization’s confidentiality, privacy and security related policies and procedures, guidelines and standards.

The Privacy Officer oversees the identification, investigation and redress related to policy breaches. 

The name of the Privacy Officer must be available to any individual upon request.

QUALIFICATIONS

· Holds a senior leadership position in the organization attends executive or senior management meetings and works full time hours.

· Has a good understanding of organization wide information practices; both internal and external flow of information, data collection tools and the information system.

· Have excellent communications and leadership skills.

· Has experience in managing complex projects.

· Does not have to be a full time position, can have responsibilities assigned to an existing role.

· Needs the authority to implement the privacy program and respond to areas where the standard is inadequate.

· Needs access to resources.

Proposed Responsibilities

· Leads and manages the organization’s privacy plan

· Chairs the Privacy Steering Committee

· Leads the privacy office function for the organization, providing a centralized office or “resource centre” for privacy expertise, consultation, and the resolution of privacy related issues.

· Provides or coordinates support to each sub-office or facility as required throughout the initial project and on an ongoing basis. Ensures adequate data protection practices are instituted for information that is managed internally and transmitted externally across the organization.

· Establishes processes and standards for organization-wide privacy audits; including but not limited to the information system, business processes, and data collection tools, reviews results with the organization governance team and front line staff as required.

· Oversees the organization’s privacy education program

Privacy Officer Functions

The privacy officer oversees the following privacy functions:

· Enables access to personal health information

· Enables corrections to information 

· Handles privacy complaints and the dispute mechanism for the organization – the organizational privacy officer may provide advice to the facility as required. 

· Handles and tracks internal and external privacy queries

· Coordinates continuous Privacy education for employees, volunteers and other agents and ongoing communications regarding the sustainability of a privacy culture. 

· Establishes regular audit process on information systems, business process and forms for authorized access and potential breaches of Privacy policy. (Audit for consistency with the Privacy plan).

· Coordinates the development, review and revision of privacy policy, providing input as required. 

· Ensures the written statements describing information practices are reviewed at regular intervals and updated as needed.

· Coordinates regular review of privacy checklist. Coordinates continuous Privacy education for staff and ongoing communications regarding the sustainability of privacy culture

CONTINUOUS QUALITY IMPROVEMENT COMMITTEES

The Quality of Care Information Protection Act 2004 (QCIPA), Schedule B of Bill 31, includes provisions for dealing with information collected by or prepared for a “quality of care committee”.

Quality of Care Reviews

Long-term or community care organizations use Quality of Care reviews, or Quality Assurance reviews, to ensure that quality of care standards are met and maintained. Examination and assessment of care given to clients/residents can include peer review, error and risk management review, ethics review, utilization review, medical review and outcome review.

Obviously, confidentiality is an essential element in dealing with such issues, in order to ensure that full co-operation and participation takes place in an honest and open manner. This, in turn, gives rise to concerns about documentation created during the reviews. Without QCIPA, if a lawsuit is commenced regarding an incident reviewed by a Quality of Care Committee, the documentation may have to be given to the plaintiff’s counsel. Information reviewed by the committee would therefore not be protected in this and similar circumstances.

Function of a Quality of Care Committee

Under PHIPA, the function of a quality of care committee is to carry on activities for the purpose of studying, assessing or evaluating the provision of healthcare with a view to improving or maintaining the quality of healthcare or the level of skill, knowledge and competence of the persons who provide healthcare.

Purposes of QCIPA

QCIPA was drafted specifically to protect certain quality of care information from disclosure. It must be noted that QCIPA does not protect all quality assurance information, but only that information that is generated by or for a specifically designated quality of care committee.

To paraphrase the Act, information generated for purposes of a quality of care committee:

· may not be disclosed to nor accessed by clients/residents;

· is not admissible as evidence in a proceeding; and

· no person shall ask a witness, and no court or other body holding a proceeding shall permit or require a witness in the proceeding, to disclose quality of care information. The Act also protects individuals involved in the review. 

QCIPA:

· allows a person to disclose personal health information to the Committee;

· limits the disclosure of quality of care information by the committee to improving or maintaining the quality of health care or, if disclosure is necessary, for purposes of eliminating significant risk to a person or group;

· provides immunity to the members of the Committee and participants in the quality of care review process; and 

· protects full and frank participation in quality of care reviews if done in good faith.

QCIPA Requirements

Under QCIPA, the committee charged with “quality of care responsibilities” must be specifically designated in writing by the Governing Body as a “quality of care committee” and the terms of reference of the committee must be made available to the public. There is no protection under QCIPA for reviews conducted by groups not properly designated and no protection for activities conducted outside the scope of the committee.

Definitions in QCIPA are crucial and include:

“Quality of Care Committee” … means a body of one or more individuals that is

established, appointed or approved by a health care organization

“Function” of the Quality of Care Committee … is to carry on activities for the purpose of studying, assessing or evaluating the provision of healthcare with a view to improving or maintaining the quality of the healthcare or the level of skill, knowledge and competence of persons who provide healthcare.

“ Quality of care information” … means information that, is collected by or prepared for a quality of care committee for the sole or primary purpose of assisting the committee in carrying out its functions, or relates solely or primarily to any activity that a quality of care committee carries on as part of its functions.

but does not include,

· information contained in a record that is maintained for the purposes of providing health care to an individual, 

· information contained in a record that is required by law to be created or to be maintained,

· facts contained in a record of an incident involving the provision of health care to an individual, except if the facts involving the incident are also fully recorded in a record relating to the individual, or 

· information that a regulation specifies is not quality of care information and that a quality of care committee receives after the day on which that regulation is made.

Permitted Disclosures of Quality of Care Information

A quality of care committee may disclose quality of care information to:

· The management of the health organization that established, appointed or approved the committee if the committee considers it appropriate to do so for the purpose of improving or maintaining the quality of health care provided. 

· A member of the management of the health organization to whom quality of care information has been disclosed may disclose the information to an agent or employee of the organization if the disclosure is necessary for the purposes of improving or maintaining the quality of health care provided. If the disclosure is necessary for the purposes of eliminating or reducing a significant risk of serious bodily harm to a person or group of persons.

· A person to whom quality of care information is disclosed shall not use the information except for purposes for which the information was disclosed.

Note: No one shall dismiss, suspend, demote, discipline, harass or otherwise disadvantage a person by reason that the person has disclosed information to a quality of care committee.

Offences and Penalties

Anyone who discloses quality of care information except as permitted by QCIPA is guilty of an offence. An individual found guilty of committing an offence under PHIPA can be liable for a fine of up to $50,000. An organization or institution can be liable for a fine of up to $250,000.

Terms of Reference for the Quality of Care Committee

Purpose/Function of the Committee

The purposes of the Quality of Care Committee is to carry on activities for the purpose of studying, assessing or evaluating the provision of health care with a view to improving or maintaining the quality of health care, or the level of skill, knowledge and competence of the persons who provide health care

Membership

The Committee members shall include:

• Quality/Risk manager / Administrator

• Director of Care

• Director(s)/manager(s) responsible for clinical areas

• Representative from the medical staff

• Representatives of the Management Company

Matters reviewed by the Committee

The Committee shall review matters, which may give rise to significant quality of care concerns, including specifically,

· An occurrence involving an unexpected death or serious bodily harm

· An occurrence or series of occurrences that have the potential to result in death or a serious bodily harm

· An occurrence of series of occurrences that have the potential to result in harm to a number of clients/residents.

Information to the Committee

Depending on the matter to be reviewed, the Committee may seek or receive

information report from any staff member, committee and/or external person/entity.

Frequency of Meetings

Members of the Committee shall meet at least quarterly or at the call of the chair

Review/Follow Up

The Committee may disclose information pertaining to the reviews (this may include recommendation and other information)

· To management if the Committee considers that it is necessary for the purposes of improving or maintaining the quality of health care provided by the organization

· For the purpose of eliminating or reducing a significant risk of serious bodily harm to a person or group of persons.

PHIPA AND RESEARCH

In recognizing the importance of health research, PHIPA permits the use or disclosure of personal health information for research purposes without an individual’s consent under very strict conditions. The research provisions of PHIPA apply to:

· Researchers, who collect, use and disclose personal health information for research purposes,

· Health information custodians (such as long term care facilities and retirement homes, CCAC’s, service providers), who disclose personal health information, and

· Research Ethics Boards

-

Research

PHIPA permits the use or disclosure of personal health information for research purposes without an individual's consent under very strict limitations:

· Researchers, who collect, use and disclose personal health information for research purposes,

· Health information custodians (such as nursing homes, CCACs, service providers), who disclose personal health information, and

· Ethics Committees

The specific limitations are provided in the form of a Research Check List.

The Ethics Committee is required to ensure that it considers all matters listed on the Research Plan Requirements Check List. Once it makes its decision, the Ethics Committee must explain to the researcher in writing: 

· whether the research plan is approved,

· why it has been approved or denied, and if approved,

· whether the approval is subject to any conditions.

A researcher requesting disclosure of personal health information from a custodian must submit a written application with an approved research plan that includes a copy of the Ethic Committees approval for the research to the custodian and must enter into an agreement that may impose further restrictions on the manner in which the researcher may use and disclose the information. A researcher with an approved research plan who receives personal health information from a custodian shall:
· comply with the conditions imposed by the Ethics Committee;

· use personal health information only for the purpose set out in the research plan 

· not publish information in a form that could identify the individual;

· not disclose information unless required by law or to entities prescribed by law 

· not attempt to contact the individual whose personal information is the subject of the research project unless the custodian obtains the consent of that individual; and 

· notify the custodian in writing of any breaches of either the agreement or PHIPA.

Researchers who are in possession of personal health information before November 1 2004 and have lawfully obtained the information from a custodian may continue using and disclosing the information for three years after PHIPA comes into force.

*See - Forms Catalogue; Information Management 


Research Plan Requirements Check List
THIRD PARTY CONTRACTS AND AGREEMENTS

Requirements for Persons/Providers

PHIPA requires that persons and organizations supplying certain services to health information custodians must be able to assure the custodian that personal health information in their care is fully protected. This means that the person or provider of the services must have policies and procedures in place to safeguard personal health information.

The custodian must therefore verify that the person or provider knows the requirements of PHIPA and is able to confirm that they are in compliance with the Act and applicable regulations. Confirmation can be documented in a third party contract/agreement between the provider and the custodian. Custodians who have existing third party contracts/ agreements in place that pre-date PHIPA

are advised to review and amend them where necessary in order to ensure that PHIPA information requirements are met.

Specifically, these requirements apply to:

· Persons who provides services for the purposes of enabling a health information custodian to use electronic means to collect, use, modify, disclose retain or dispose of personal health information and who is not an agent of the custodian; and to

· Health information network providers who provides services to two or more health information custodians where the services enable the custodians to use electronic means to disclose personal health information to one another, whether or not the person is an agent of the custodian.

Other Third Party Contracts/Agreements

Long-term or community care organizations may also want to consider amending third party contracts/agreements with certain other third parties (agents) to ensure that each organization’s information practices are honoured by the third party. The third party could be a company that stores paper health information records. 

 Third party contracts/agreements must address the specific circumstances covered by each contract/agreement. The organization’s right to monitor/audit privacy practices of third parties needs to be incorporated into the contractual arrangements.

Each contract/agreement covering collection, use, disclosure or storage of personal health information should require the third party to comply both with PHIPA and any privacy practices specified by the organization. It is important that the organization monitor performance and enforce the agreement, including, if appropriate, conducting periodic audits as provided in the contract.

If contracted third parties conduct activities and provide services that are commercial in nature, they may also be subject to PIPEDA. Third parties will be responsible for ensuring that they have privacy policies and appropriate safeguards in place that an individual has been designated to be responsible for privacy requirements, staff is educated on privacy, etc.

Note that Third Party agreements must cover both compliance with privacy requirements and confidentiality.

Note also that the onus is on the third party to demonstrate its compliance with privacy requirements to the satisfaction of long-term or community care organization. To this end, the organization may request a third party to provide a letter containing specific details regarding their compliance policy and procedures. Upon receipt, such a letter from the third party may satisfy the requirement for long-term and community care organizations to develop contractual agreements with all third party service suppliers. It is recommended that legal counsel review all such letters.

Third Party Contracts

Persons or Providers That Supply Certain Services

The Health information custodian must confirm that a person or provider of certain services knows the requirements of PHIPA and is able to confirm that they are in compliance with the Act and the applicable regulations. Confirmation can be provided in a contract or third party agreement between the provider and the custodian. For suppliers of Services for Electronic Means and for providers of Health Information Networks, the requirements are as follows:

Services for Electronic Means

PHIPA requires that a person who provides services for the purposes of enabling a health information custodian to use electronic means to collect, use, modify, disclose, retain or dispose of personal health information and who is not an agent of the custodian:

· shall not use any personal health information to which it has access in the course of providing the services for the health information custodian except as necessary in the course of providing the services.

· shall not disclose any personal health information to which it has access in the course of providing the services for the health information custodian.

· shall not permit its employees or any person acting on its behalf to be able to have access to the information unless the employee or person acting on its behalf agrees to comply with the restrictions.

Health Information Networks

Health information network providers are required to:

· notify every applicable health information custodian at the first reasonable opportunity, if the provider accessed, used, disclosed or disposed of personal health information other than as required, or if an unauthorized person accessed the personal health information.

· provide to each applicable health information custodian a plain language description of the services provided, that is appropriate for sharing with the individuals to whom personal health information relates, including a general description of the safeguards in place to protect against unauthorized use and disclosure, and to protect the integrity of the information. 

· make available to the public:

· the plain language description described above, any directives, guidelines and policies of the provider that apply to services supplied to the health information custodians to the extent that these do not reveal a trade secret or confidential scientific, technical, commercial or labour relations information, and 

· a general description of the safeguards implemented by the person in relation to the security and confidentiality of the information. 

· Keep and make available to each applicable health information custodian, upon request and to the extent reasonable and practical, in a manner that is reasonably practical, an electronic record of:

· All accesses to all or part of the personal health information associated with the custodian being held in equipment controlled by the provider, which record shall identify the person who accessed the information and the date and the time of the access, and 

· All transfers of all or part of the information associated with the custodians by means of equipment controlled by the provider, which record shall identify the person who transferred the information and the person or address to whom it was sent, and the date and time it was sent.

· Perform services, and provide a written assessment of the results, to each applicable health information custodian with respect to:

· threats, vulnerabilities and risks to the security and integrity of the personal health information, and

· how the services may affect the privacy of the individuals who are the subject of the information.

· ensure that any third party it retains to assist in providing services to a health information custodian agrees to comply with the restrictions and conditions that are necessary to enable the provider to comply with this section.

· enter into a written agreement with each health information custodian concerning the services provided that:

· describes the services being provided for the custodian,

· describes administrative, technical and physical safeguards relating to confidentiality and security of the information, and

· requires the provider to comply with PHIPA and the regulations.

THIRD PARTY CONTRACTS- POTENTIAL PROVISIONS

The following information should be included in third party contracts.

1. The Organizations Privacy Policy and Procedures

Identify the requirement that all personal information provided by the disclosing party to the collecting party shall continue to meet or exceed the level of data protection of the disclosing party. Ensure that the collecting party shall adhere to the disclosing party’s privacy policy.

2. Definitions

Provide definitions of any terms which may be unique to the subject matter, or which may not be common knowledge.

3. The purposes Personal Information to be Shared

List all elements of personal information that will be disclosed and the purpose for the disclosure of each element. Also identify the frequency of the disclosure along with the medium for the disclosure, e.g. encrypted mail, disk, secured fax.

4. Uses of Shared Information 

List the specific uses of personal information. Identify that the collecting party shall not use the personal information provided for any other purpose.

5. Accuracy and Completeness of the Shared Information

Identify the steps and measures to be taken to ensure that the information disclosed is accurate and complete.

6. Disclosure Practices for the Shared Information

Identify that all information shared shall not be further disclosed by the collecting party without explicit written authorization of the disclosing party.

7. Data Retention and Destruction for the Shared Information

Identify the start and termination dates for the agreement/contract. Identify the length of time the personal information will be retained by the collecting party. Identify archival and destruction requirements. State whether the disclosure/collection will be a one-time occurrence, time limited or ongoing.

8. Security of the Shared Information 

List the security controls that must be in place prior to the commencement of the disclosure. Security controls include:

· Ensuring the security and completeness of transmission

· Ensuring that only the required personal information will be transferred

· Ensuring that personal information will be processed in a complete and accurate manner (audit trails and/or management reports produced).

9. Individual Access to Information

Identify the process by which individuals can access their own personal information in the possession of the collecting party.

10. Investigation of Complaints

Identify the process that requires the collecting party to co-operate with and assist in any investigation of a complaint that personal information has been used or disclosed contrary to privacy policies.

11. Access to the Collector’s Premises

Identify the right of access of the disclosing party to the collector’s premises:

· To recover any and all of its records, and

· For auditing purposes to ensure compliance

12. Monitoring and Enforcing Compliance

Identify remedies for violations such as:

· Dispute resolution

· Determining appropriate remedies if the collector is in breach

13. Audits

Identify the right of the disclosing party to audit, or have a third party audit, the privacy policies and practices of the collecting party. 
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Third Party Contracts
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